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Social Media Overview 

 

Facebook 
 

Twitter 
 

YouTube 
 

Instagram 
 

SnapChat 
 

Pintrest 
 

Pandora 

 
Linked in 

Connect to 
friends, 
family and 
business 
using text, 
links, pics 
and videos 

Follow or 
post news 
from 
reporters 
or local 
witnesses. 
Communal 
newsfeed 
using #s  

Watch 
videos or 
make 
your own 
videos to 
share 

Share 
pictures & 
text with 
public or 
just friends 

Watch or 
Create stories 
about 
personal life. 
Erases 

automatically. 

Make your 
own 
magazine 
of articles, 
pictures, 
books, etc. 

Make 
your own 
radio 
station 
with all 
your 
favorite 
artists 

Network for 
business 
connect and 
trends in areas 
of interest 

 

Understanding Facebook 

Here are some common Facebook terms and their definitions: 

 

Timeline/Profile Newsfeed/Home Friend Status Update Like 

Timeline contains all 
your posts, your 
photos and videos. 
Above it is a list of all 
your friends, your 
favorite activities and 
interests, and any 
biographical info 
you’ve chosen to 
share. A place to 
update all your friends 
with anything you feel 
like sharing. 

 

The Newsfeed is a 
public page with a 
continuous stream of 
updates from your all 
your friends about 
their activities, likes, 
memories, interests, 
etc. The Newsfeed 
appears on your 
Home page. You will 
also see Ads on this 
page. 

A Friend is 
someone you're 
connected to on 
Facebook. 
Friending is the act 
of sending 
someone a friend 
request; must be 
confirmed by both 
people in order for 
the friendship to be 
official on 
Facebook. 

 

A short post you 
share on Facebook 
talking about what 
you’re doing, 
thinking, or feeling 
at the moment. 
People update their 
status with articles, 
politics, memories, 
good food etc… 

A Like is something 
you click on when 
you want to stay 
connected to a 
particular page. It is 
also something you 
click on underneath 
a particular post for 
which you want to 
show your support. 
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2 Ways to Control Privacy Settings on Facebook 

 

1) At time of posting your Status Update: Control who sees individual posts 

 

            

2) General privacy settings: 

 Privacy settings set general rules about who can see your information and send you messages  
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Facebook Tips and Guidelines 

Your News Feed 
The newsfeed is a somewhat random collection of posts from you, your friends and any businesses that 

you have “liked”. The feed also includes sponsored posts (ads) in your timeline as well. What you see in 

your feed is based upon how you interact with posts. If you like or comment on a post, you may see more 

posts by that friend or business. If you see are getting too many posts from someone, then you can click 

the down arrow next to a post and choose “Hide post”. This allows you to stay friends with someone but 

see fewer posts from them. 

Your Timeline or Wall 
The timeline is your personal page. It  shows all posts that you have made and any posts that you are 

tagged in.  

Facebook for Business 
Businesses can post on facebook as well using “Pages”. To find a business, you can search for them by 

name in the Search Bar. If you “Like” their page you will then follow the business and see posts from 

them in your news feed. You may want to Like a page in order to receive special offers from the business, 

to find out about their events or to get updates from them. For example, if you Like the New York Times, 

you can get some of their articles directly in your feed.  If you have a business, you may want to set up 

your own page for the business in order to engage with your customers. 

Dig into Your Privacy Settings 
You can also check and change privacy related settings via the “Privacy Settings and Tools” section.  It’s 

 a good idea to familiarize yourself with the options  in the section, so it’s worthwhile taking the time to 

check it out. Click the drop-down arrow to the right of the lock icon and click “Settings”. Then click 

“Privacy” in the left menu.  Make sure that everything is set as you would like. 

Run A “Privacy Checkup” 
If you click the “Lock” icon at the top right of your Facebook profile, you can perform a quick privacy 

checkup related to your posts, apps, and, profile.  Wherever possible, ensure that they are all set to 

“Friends” or “Only Me” rather than “Public”. 

Facebook Cloning Hack Protection 
Facebook cloning describes a technique in which scammers create a fake Facebook profile by using 

images and other information stolen from a targeted user’s real Facebook profile. The scammers create a 

profile that – at least at first glance – looks very much like the target’s genuine profile. Especially if the 

victim has all or some of his or her profile material set to “public”.Why would scammers do this? Once 

the scammers have created a fake profile, they can send friend requests to people on the targeted person’s 

friends list. 

At least a few of the victim’s friends may accept this second friend request because they mistakenly 

believe that the victim has accidentally unfriended them. Or, people with a large number of Facebook 

friends may have forgotten that they were already friends with the victim and accept the second friend 

request. And, regrettably, some Facebook users tend to immediately accept friend requests without due 

forethought. 

Once the scammers have a few “friends” on the fake profile, they can then start sending scam messages in 

the name of their victim. They may try to draw the friends into advance fee scams claiming that the 

victim has won a large sum of money and offering the “friend” the chance to also win. 
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How To Protect Your Facebook Account From Cloning 
It is difficult to entirely eliminate the risk of having your Facebook account cloned. However, you can 

significantly mitigate this risk by ensuring that you use privacy settings that hide as much of your 

information as possible from strangers. 

The more of your stuff that is publicly available, the more effective a profile cloning attempt will likely 

be. Unfortunately, many Facebook users still have much of their information set to “Public”. These 

comparatively open accounts are easy targets for cloning scammers. 

Hide Your Friends List 
It is especially important to hide your friends list from prying eyes. If the clone scammers cannot see 

who you are friends with, they will not be able to send out fake invites to your friends. So, hiding your 

friends list can help to thwart clone scammers.  To hide your friends list, open your profile and click on 

the “Friends” tab. Then, click the pencil icon on the right side and click “Edit Privacy”: 

In the “Who can see your friends list?” section, select “Only me” in the drop down list. 

View your profile as “Public” 
At this point, it’s probably a good idea to see what your Facebook actually looks like to somebody who is 

NOT your friend. To do this, click the “Lock” icon again then click “Who can see my stuff”. Now, click 

the “View As” link under “What do other people see on my timeline?”: 

You should now see your Facebook timeline as a member of the public – or a Facebook clone scammer – 

will see it. Check your “Friends”  and “Photos” tabs and other elements to see what is visible to strangers. 

Facebook won’t allow you to hide your current Profile and Cover Photos. They are public by default and 

there is not much you can do about it.  However, hopefully, your friends list, most of your photos, and 

most of your other stuff won’t be visible to our hypothetical scammer. 

Check Who Can See Your Photos 
Clone scammers often copy images from the targeted profile and add them to the fake profile to further 

the illusion that it belongs to the victim. As noted, Facebook won’t allow you to hide your current Profile 

and Cover Photos.  However, you can make sure that as many of your other photos as possible are set to 

“Friends” or “Only Me”.  Click the “Photos” tab and open “Albums”. Some types of album will have an 

audience selector that allows you to set all of the images in the album to “Friends” or “Only Me” in one 

click. For other albums, such as “Profile Pictures”  and “Timeline Photos” you may need to select the 

audience for each image individually.  Open the image, click the “Edit” button and choose the option you 

want via the audience selector. Remember though that if a friend posts a photo of you then all their 

friends can see that photo.  

Check Who Can See Other Profile Information 
Even seemingly innocuous information such as what books, music, and movies you’ve liked can help a 

scammer build a more believable cloned profile. So, click the “More” tab and, wherever possible, ensure 

that the material in each section is not set to public. You can also hide sections completely by clicking the 

More tab and selecting “Manage Sections”. 

Recheck Your “Public” profile 
Now, go back to step above and again check what potential scammers can see on your Profile. All being 

well, your account will now be locked down pretty tight.  If there is still too much of your stuff visible, 

you can always go back and tweak the various privacy settings as described above. 

Manage Your Notifications 
Notifications usually come in the form of emails and/or pop-ups alerting you that someone has posted 

something new, has a birthday coming up, has commented on one of your posts, or posted something 

about you. As you add more friends, these notifications can easily be overwhelming but you can control 

what and how you get. Go to Settings > Notifications. Here you have separate controls for notifications 
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via: Email, Mobile and Text Messages. Recommendation: turn off all notifications! You will still be able 

to see Notifications if you tap on the Globe button.  

How to Spot Fake News 
 Pay attention to the domain and URL - Established news organizations usually own their 

domains and they have a standard look that you are probably familiar with. Sites with such 

endings like .com.co should make you raise your eyebrows and tip you off that you need to dig 

around more to see if they can be trusted. This is true even when the site looks professional and 

has semi-recognizable logos. For example, abcnews.com is a legitimate news source, but 

abcnews.com.co is not, despite its similar appearance. 

 Read the "About Us" section. Most sites will have a lot of information about the news outlet, 

the company that runs it, members of leadership, and the mission and ethics statement behind an 

organization. The language used here is straightforward. If it's melodramatic and seems 

overblown, you should be skeptical. Also, you should be able to find out more information about 

the organization's leaders in places other than that site. 

 Look at the quotes in a story. Or rather, look at the lack of quotes. Most publications have 

multiple sources in each story who are professionals and have expertise in the fields they talk 

about. If it's a serious or controversial issue, there are more likely to be quotes — and lots of 

them. Look for professors or other academics who can speak to the research they've done. And if 

they are talking about research, look up those studies. 

 Look at who said them. Then, see who said the quotes, and what they said. Are they a reputable 

source with a title that you can verify through a quick Google search?  

 Check the comments – watch for Click Bait - A lot of these fake and misleading stories are 

shared on social media platforms. Headlines are meant to get the reader's attention, but they're 

also supposed to accurately reflect what the story is about. Lately, that hasn't been the case. 

Headlines often will be written in exaggerated language with the intention of being misleading 

and then attached to stories that are about a completely different topic or just not true. These 

stories usually generate a lot of comments on Facebook or Twitter. If a lot of these comments call 

out the article for being fake or misleading, it probably is. 

Risks of Social Media 
 Check Your Privacy Settings – be careful about what people outside your circle of friends can 

see (see above for details) 

 Think before you post. Whether it’s a picture, video, or comment, what you post and what you 

share is a reflection on you. Make sure you feel good about being associated with anything you 

say online and be sure not to post anything that you wouldn’t want to share with the world. Even 

if you’re using privacy settings to limit the audience, there is always a chance that what you post 

can be copied and shared by others. 

 Think before you friend. Check out their page and make sure it really is them. If it’s someone 

you are already friends with, they may have been hit by the Facebook Cloning Scam. If you do 

friend a “clone”, the go and unfriend them as soon as you realize. 

 Don’t get hooked by fake news (see above) 

 Avoid surveys and quizzes that gather your information. They often have innocuous 

questions like “how many countries have you visited” but the capture your information about 

your life, health, wealth, etc… Quizzes are created for revenue. Ask yourself who profits from 

you answering the questions and who else gets to see your answers. Understand that any 

information posted in these quizzes is likely to be used by many companies. Answer a medical 

quiz and you may find your insurance claims, even your ability to get insurance, are affected. 

Quizzes can also generate targets spam ‘offers’ based on your answers. 

 Avoid broadcasting when you’re out of town. Although you may have set your privacy 

settings, your friends have not. If they comment on one of your posts, that may be open to the 

public. Save the photos from your trip and post them when you get home.  
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